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THE WORLD'S
LARGEST LIBRARY OF
THIRD-PARTY RISK DATA

What would it be like to have vendor risk
data that you can really trust — data that's
reliable, consistent, and up to date? With
the Global Risk Exchange from ProcessUnity,
you get access to over 18,000 attested
vendor assessments, more than 360,000
vendor risk profiles, and the industry’s most
comprehensive external threat intelligence.
Using an assess-once, share-many model, the
Exchange eases the burden of due diligence
for organizations and their third parties,
resulting in an all-around faster assessment
process, better risk data, and well-informed
mitigation plans.

Designed to address the increasing gap
between Third-Party Risk Management
(TPRM) resources and program demands,
the Exchange helps organizations extend
their existing resources and achieve greater
coverage of their vendor portfolios.
Whether you're tackling an assessment
backlog, conducting due diligence in

the wake of a cyber event, or looking to
optimize contract cycles with new vendors,
the Exchange delivers the data you need
to safeguard your organization and foster
resilient business relationships.



HOW WE HELP

Risk Rank Your Portfolio

Don't waste time guessing which
of your vendors need deeper due
diligence. With the Exchange,
you get immediate automated
inherent risk scores for your entire
portfolio. Inherent Risk Scores
rank your vendors based on
factors unique to your relationship
with them, such as access to
sensitive data, critical systems,
and operational importance.
Leverage the scores to focus your
team’s resources on the highest-
risk vendors, so you can weed out
unnecessary assessment efforts.

Accelerate Vendor
Onboarding

Make your onboarding process a
business-enabling function, not
a roadblock. Once your vendors
are prioritized with automated
Inherent Risk Scores, tap into a
library of over 18,000 attested,
validated assessments via the
Exchange, empowering you to
thoroughly vet vendors without

creating long onboarding delays.

Eliminate Your
Assessment Backlog

You have more vendors and more
requirements to assess than ever
before. With the Global Risk
Exchange, you gain access to
completed third-party assessments
pre-mapped to the most common
industry frameworks, such as NIST
and ISO. Need only a specific set
of information from your vendor?
Tailor your request to a portion of
the questionnaire to encourage

a faster response and quicker
analysis, driving down the size of
your backlog.




HOW WE HELP

Keep Tabs on Changing Risk Levels

D Let's face it a vendor’s risk posture is bound to change. And when it does, you need
to know about it. Between assessments, the Exchange delivers a holistic view of
vendor risk through a combination of self-attested assessments, external threat
intelligence, and outside-in scanning. Throughout the year, features such as Threat
Profiles and on-demand data refreshes ensure that you're well-positioned to respond
to emerging vulnerabilities.

Extend Resources Across Your Portfolio

Even the most well-staffed TPRM teams can face trouble getting the data they
need due to resource constraints or unresponsive vendors. In lieu of a complete
assessment, you can access over 360,000 Vendor Risk Profiles in the Exchange,
enabling your team to gain full portfolio coverage without needing to send or
receive an assessment to or from every vendor. Leverage Vendor Risk Profiles to
prioritize critical third parties for a deeper assessment while covering your bases on
medium to lower-risk third parties.

Seamlessly Integrate Exchange Data

Efficient TPRM teams combine data and workflow automation for a well-rounded
program. Leverage Exchange data within the ProcessUnity TPRM or Threat and
Vulnerability Response platforms. Have your own platform? Easily connect to any
other enterprise tools via a flexible APl integration.
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View a summary of your
Exchange data in a dynamic,

drilldown dashboard.
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BENEFITS

Independent customer research conducted by GRC 20/20 found that the
ProcessUnity Global Risk Exchange delivers customers a:
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Vendor Risk Profiles
provide a snapshot of
a vendor’s Inherent and
Residual risk, combined
with external threat
intelligence and risk
scores, for a holistic, at-
. P a-glance risk evaluation.
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WHAT'S IN THE

18,000+ completed and attested
assessments including:

* 80% of Fortune 500 Companies

* 4 of the top 5 cloud providers

* 12 of the top 20 law firms

* 4 of the top 5 private equity firms

* The big 4 accounting firms

360,000+ Vendor Risk Profiles
with data on third parties’:

* Firmographic Information

® Inherent Risk Score and Rating
e Residual Risk Score and Rating
* Framework Score

e Number of Highly Critical Findings (based on
your unique relationship to the third party)

e RiskRecon Rating
® Rules Triggered by Recorded Future

GLOBAL RISK EXCHANGE

Data Partnerships

* Threat Profiles mapped to your third party’s
control gaps

e OQutside-in scanning data
e Security Ratings

® Real-time CVE and CWE alerts from the NIST
National Vulnerability Database on emerging
threats and vulnerabilities (available via
ProcessUnity Threat and Vulnerability Response)

* Fourth-party mapping (available via ProcessUnity
Threat and Vulnerability Response)

Automated Workflow

e Assessment Findings Review

® [ssue Management

® Pre-Built Reports and Dashboards
e Notifications and Alerts

e Pre-Built Integration to the ProcessUnity
TPRM Platform and Threat & Vulnerability
Response Platform



CREATE A DATA-FIRST
APPROACH T0 THIRD-PARTY
RISK MANAGEMENT

Ready to eliminate redundancy in your TPRM assessment
methods and join a community of risk practitioners transforming
their program with data?

Visit to learn more, or schedule a call to
discuss how ProcessUnity’s Global Risk Exchange can help.

ProcessUnity is the Third-Party Risk Management (TPRM) company. Our software
platforms and data services protect customers from cybersecurity threats, breaches,

and outages that originate from their ever-growing ecosystem of business partners. By
combining the world's largest third-party risk data exchange, the leading TPRM workflow
platform, and powerful artificial intelligence, ProcessUnity extends third-party risk,
procurement, and cybersecurity teams so they can cover their entire vendor portfolio.
With ProcessUnity, organizations of all sizes reduce assessment work while improving
quality, securing intellectual property and customer data so business operations
continue to operate uninterrupted.

See how at www.processunity.com.
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