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Reporting is a critical aspect of successful
Cybersecurity Program Management. \Whether

it's accessing the best reports to give you instant
insight into threats, risks or activities that require
your attention or to help you prepare for an
upcoming board meeting, reports and dashboards
are important to fully understand the current state of
your cybersecurity program. You need a consistent
way to answer critical questions including:

» Where are your greatest risks?
» How will you fix them?

» How much will that cost?
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While ProcessUnity’s simple-to-use interface allows
your team to easily build custom views and display
them in a personalized dashboard, ProcessUnity
Cybersecurity Program Management also contains
a built-in, extensive reports library to deliver at-a-
glance details on the current level of threats, risks,
policies, controls, issues and incidents enterprise-
wide. These reports can provide you with insights
into areas of concern, help you to prioritize
investments and accelerate remediation.

This booklet contains a sample of the most critical
reports and dashboards that CISOs and their teams
need to run an effective and efficient cybersecurity
management program.

> Next CISO Dashboard



CISO DASHBOARD

What is it?

The CISO Dashboard provides an overview of your organization’s current threat
posture, open incidents, control coverage, high-value assets by category and
control effectiveness.
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Why do you need it?

This customizable view of key activities across the program enables the CISO to
quickly understand the state of their cybersecurity program. These reports readily
display details in areas of concern, lend insight to accelerate remediation and help
the CISO prioritize where future investment should be made.

> Compliance Dashboard



COMPLIANCE DASHBOARD

What is it?

The Compliance Dashboard details control issues
by asset type, standards, regulations and risk
category as well as your overall control review
status and control effectiveness.

Why do you need it?

This dashboard contains critical information on

the up-to-date status of control issues and control
reviews. By seeing your issues broken down by
asset type, standard and regulation, you know
where to spend your time or make improvements
to your controls. Drilling down into these reports
allows for a greater understanding of when reviews
were performed on each control standard, who owns
each, the control's effectiveness and other information
critical to maintaining cybersecurity compliance.

High-Value Asset Dashboard
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HIGH-VALUE ASSET DASHBOARD

What is it?

The High-Value Asset Dashboard provides an overview of the risk factor of your high-
value assets such as systems, facilities and applications. Some reports display the
top ten assets in each category based on their risk factor, while others aggregate the
specific risk areas that impact these assets based on assessment results.
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Why do you need it?

You need to monitor the status of your high-value assets across your facilities,
systems and applications to understand the current state of risk. Beyond
understanding the risk factor of each individual asset, this dashboard can
help you identify themes across asset categories and lends insight into which
controls need to be examined.

> Schedule Dashboard



SCHEDULE DASHBOARD

What is it?

This Schedule Dashboard maps out all upcoming cybersecurity related asset reviews,
HVA assessments, control reviews, risk reviews and evidence collection related to
training programs that are planned for the next 30, 60, 90 days and beyond.
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Why do you need it?

A key component of a successful cybersecurity program is to execute all review
related activities and track issues and projects to completion. The Schedule
Dashboard displays all planned review and assessment activities related to your
cybersecurity risk program in one screen for better planning and resource allocation.
Used in conjunction with the Projects by Priority Dashboard, you can easily determine
based on your team’s upcoming demands which projects are next and when is the
best time to tackle them based on resources.

> Projects by Priority Report



PROJECTS BY PRIORITY REPORT

What is it?

The Projects by Priority Report displays all planned
—in progress and future state — projects in a priority
order noting the project type, description, cost, key
dates, status and those individuals responsible for
originating and executing the project.

Why do you need it?

When requesting budget or reporting on status, it
is critical to have a holistic and detailed, real-time
view of project activity and demand across your
cybersecurity program. While the CISO may not
know the details of every request off the top of the
head, this report can be easily exported for a quick
snapshot to take to meetings and aid in budget or
resource allocation discussions. This report can also
be sorted into various categories to help determine
what projects can be completed by what resources
or within a specific timeframe.

> Next Asset Assessments for Review Report
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ASSET ASSESSMENTS FOR REVIEW REPORT

What is it?

The Asset Assessments for Review Report displays
all completed, upcoming and overdue assessments
across your applications, facilities and systems.

This report shows open issues, questionnaire status,
those responsible for the review and dates related

to each task.

Why do you need it?

This report is an example of the various types
of reports individuals and teams may use to
manage the program or a CISO may leverage
to gain deeper insight into the state of asset
assessments. Not only is the questionnaire
status clearly documented but the percentage
of completion for assessments in flight can help
you gain better visibility into and control of the

assessment process.

Risk and Threat Dashboard
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RISK AND THREAT DASHBOARD

What is it?

The Risk and Threat Dashboard shows your current
threat posture, risks and threats by owner, threat
level by month, risk results trending over time and
risk and threat registers. These are presented from
red to green to visually demonstrate the current

level for each individual threat and risk identified
and tracked in your cybersecurity program.

Why do you need it?

Knowing the current threat and risk level is critical
to understanding where you stand today and
what threats and risks need immediate attention.
Trending information in this dashboard can
demonstrate how your program is performing
over time and reveal actionable insights into your
threat and risk-related activities.

Reporting On Your Cybersecurity Management Program
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REPORTING ON YOUR CYBERSECURITY
MANAGEMENT PROGRAM

You implement cybersecurity program management to
gain visibility. The right reports provide insight, save your
team time, help you prioritize projects and demonstrate to
the executive team and board that your cybersecurity risk is
under control.

The foundation for effective and efficient cybersecurity
program management is solid reporting. Unfortunately for
many organizations, the key reports outlined in the previous
pages are difficult to create without a great deal of manual
effort. You need automated, interactive reports to achieve
success. That's where ProcessUnity comes in.

ProcessUnity Cybersecurity Program Management is a
single, comprehensive platform for centrally managing
an organization’s entire cybersecurity program with
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prepackaged mapped content, automated workflows,
assessments and dynamic reporting. The solution enables
the CISO to inventory and assess high-value assets;

map them to threats, risks, policies and control standards;
automate reviews; and capture evidence of compliance —

all on a predefined schedule.

The reports in this eBook are standard, out-of-the-box
reports that are always up-to-date, accurate and only

one click away. In addition to these reports, our platform
includes dozens of pre-made reports, all designed to gain
greater visibility and control of your cybersecurity program.
This is why organizations as small as community banks and
as large as Fortune 50 companies rely on ProcessUnity.

> Ready to Learn More?
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READY TO LEARN MORE?

Watch a five-minute
demonstration

or click here to
contact us today.

> View Video
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