SECURITY RISK REVIEW

RISKRECON CONNECTOR

For an even more complete view of your third-party vendor
ProcessUnity’s Vendor Risk Management

software protects companies and their
brands by reducing risks from third-party

population, ProcessUnity’s pre-built connector for RiskRecon
seamlessly integrates RiskRecon’s Cybersecurity Ratings to

supplement your IT security risk assessments with objective ratings
vendors and suppliers. Our program helps

customers effectively and efficiently assess
and monitor both new and existing vendors

and rankings. This pre-built connector incorporates RiskRecon’s
continuous cybersecurity performance measurements into your
assessment process to facilitate more rigorous due diligence,

— from initial due diligence and onboarding performance reviews and SLA monitoring.

to termination. Through automation and
standardization, ProcessUnity customers
reduce busy work, streamline regulatory
reporting and improve overall visibility into
vendor performance. To learn more about
Third-Party Risk Management, go to

WWW.processunity.com/automate.

RiskRecon Connector

RiskRecon Id

0cd0bl92-235¢-4898-8d0a-4bTdT046b6bb

RiskRecon Update Flag
Yes

RiskRecon Last Updated Date
01-Oct-2020

Recon Rating

Software Patching Rating

Web Encryption Rating

Data Loss History Rating

Governance Rating
1.0

Email Security Rating

Web Application Security Rating

Threat Intelligence Rating

Defensibility Rating

System Hosting Rating
3.9

DNS Security Rating

RiskRecon Short Name
Acme Mega Corp
RiskRecon Timestamp
2020-08-2911:22:44 UTC
DUNS Number
06-070-4780

Software Patching Link
https://portal.riskrecon.com/portal/vendor/3848410/security-profile/software_patching

Web Encryption Link
hitps:i/portal.riskrecon.com/portal/vendor/3948410/security-profile/web encryption

Data Loss History Link
httpst//portal.riskrecon.com/portal/vendor/3948410security-profile/data loss

Governance Link
httpst//portal.riskrecon.com/portal/vendor/3948410/security-profile/governance

Email Security Link
https://portal.riskrecon.com/portal/vendor/3948410/security-profile femail security

Web Application Security Link

hitpsi//portal.riskrecon.com/portal/vendor/3948410/security-profile/web app security

Threat Intelligence Link
https://portal.riskrecon.com/portal/vendor/3948410/security-profile/threat intell

Defensibility Link
https://portal.riskrecon.com/portal/vendor/3948410/security-profile/defensibility

System Hosting Link
https://portal.riskrecon.com/portal/vendor/3948410/security-profile /system _hosting

DNS Security Link
hitps://portal.riskrecon.com/portal/vendor/3948410/security-profile/dns security

RiskRecon assesses systems against thousands of security tests, and these cybersecurity risk
performance scores are displayed as 1-10 ratings within ProcessUnity. Direct URL links within
ProcessUnity allow you to easily access real-time RiskRecon vendor reports for supporting details
behind each domain rating.
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https://www.processunity.com/third-party-risk-management/

The Service

The RiskRecon Cybersecurity Rating Platform delivers
timely, objective data and insights into the security
performance of third parties. RiskRecon continuously
monitors the cybersecurity risk performance of
enterprises through open-source intelligence assessment
techniques across 10 security domains. Incorporating
approximately 40 distinct criteria, RiskRecon assesses
systems against thousands of security tests and rates
cybersecurity risk performance on a scale of 0-10, with 10
being the best rating.

By integrating RiskRecon Cybersecurity Ratings into the
ProcessUnity's Third-Party Risk Management platform,
you gain enhanced visibility into the cybersecurity risks
associated with existing and potential third-party business
partners to drive smarter, more informed decisions.

The Integration

ProcessUnity offers a pre-built connector that seamlessly
integrates RiskRecon Cybersecurity Ratings into our
Vendor Risk Management platform, using each vendor’s
unique ID. This eliminates the need to manually enter or
rekey information, recalculate risk scores, or continually
update information on each organization being assessed.
The connector displays the current cybersecurity ratings
directly within the ProcessUnity platform, eliminating

the need to move back and forth between tools. Direct
URL links within ProcessUnity allow you to easily access
real-time RiskRecon vendor reports for supporting

details behind each risk vector. Additionally, ratings

from RiskRecon can be incorporated into an overall risk
calculation in ProcessUnity to inject cybersecurity data
points into questionnaires for more rigorous assessments.
You can also create notifications based on thresholds
being met or automated actions to trigger downstream
workflow for due diligence tasks or ongoing monitoring.
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The RiskRecon Connector lets you achieve integration
easily which eliminates lengthy waits for IT resource
availability. You will partner with our Customer Success
organization to enable the RiskRecon Connector within
your organization’s ProcessUnity instance. The RiskRecon
Connector is a turnkey solution which requires only the
entry of permissions to allow the ratings to begin to
populate on monitored third parties in ProcessUnity. Once
the connector is set up and active, RiskRecon Cybersecurity
Ratings will be automatically updated in ProcessUnity on

a pre-defined schedule to continually enhance your Third-
Party Risk Management program.

The Requirements

ProcessUnity’s RiskRecon Connector is available for

an annual subscription fee and requires a RiskRecon
subscription. Your ProcessUnity representative will provide
RiskRecon contact details upon request.

Interested?

For more information, visit
www.processunity.com/integration

or contact us at info@processunity.com.
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